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Figure 1: SenseTag backscatters a 2.4 GHz carrier to generate Find My compatible BLE advertisements, allowing nearby Apple devices to act as opportunistic data

mules. Sensor readings are encoded through the Find My cryptographic key generation process, without exposing readings in public BLE fields. The backend

running on a commodity computer decrypts both location and sensor data for visualization on a web-based dashboard.

Abstract

Commercial asset tracking systems such as Apple AirTags use hun-
dreds of millions of mobile devices as opportunistic data mules,
enabling global location coverage without dedicated cellular infras-
tructure. However, existing trackers are limited to location report-
ing, rely on active BLE radios and coin-cell batteries, and cannot sup-
port long-term sensing deployments. We demonstrate SenseTag, a
work-in-progress tracker that extends AirTag-like functionality to-
wards battery-free, sticker form-factor sensing. SenseTag leverages
Apple’s Find My network as a global backhaul for both location
and sensor data, using backscatter communication to eliminate the
cost of active BLE transmission. A key challenge is implementing
Find My’s cryptographic protocol within the tag’s constrained com-
pute and energy budget. Unlike prior systems that encode data into
public BLE advertisement fields, exposing it to passive scanners,
SenseTag embeds sensor readings into the private-key generation
process, preserving Find My-compatible location decryption while
preventing exposure to passive BLE scanners. We demonstrate
an end-to-end prototype using commodity tag-side hardware and
a controllable carrier emitter, backhauling environmental sensor
data through Apple’s Find My network and visualizing recovered
location and sensor readings on a web-based dashboard.
CCS Concepts

•Hardware→ Sensor devices and platforms;Wireless devices;
• Security and privacy → Cryptography.
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1 Introduction

Asset tracking systems like Apple AirTags use hundreds of mil-
lions of Apple devices as opportunistic data mules, enabling global
location coverage through Apple’s Find My ecosystem [5]. How-
ever, AirTags were designed solely for location reporting with no
support for relaying sensor data. They rely on active BLE radios
and are thus powered by coin-cell batteries, requiring periodic re-
placement and limiting deployment in inaccessible or large-scale
environments [5]. Recent efforts [2, 3, 9] have extended Find My
to relay sensor data but these designs retain active radios, and also
expose sensor values to nearby passive BLE scanners by embed-
ding them in public advertisement fields. With over one billion
active Apple devices worldwide, Find My represents the largest and
most extensively studied opportunistic network to date. While sim-
ilar crowd-sourced tracking ecosystems from Google and Samsung
have begun to emerge, they remain comparatively nascent. Find My
offers a uniquely dense, globally distributed receiver infrastructure
that no purpose-built IoT network can match in scale or coverage,
without requiring any dedicated deployment.

To tackle these challenges, we first describe how Apple’s Find
My network operates, as SenseTag builds directly on this protocol.
Tags broadcast BLE advertisements containing a compressed P-
224 elliptic-curve public key. Nearby Apple devices encrypt their
GPS location using this key and upload the report to Apple’s cloud
server. The tag owner retrieves location by querying the cloud with
the SHA-256 hash of the public key and decrypting reports with
the corresponding private key [5]. Crucially, Apple cannot verify
whether a broadcast key belongs to a legitimate AirTag, enabling
extensibility beyond first-party devices. Prior work exploits this
by embedding sensor values into the public key [2, 3, 9], but this
exposes sensor data to passive BLE scanners and precludes location
decryption since the private key is unavailable. SenseTag addresses
both limitations by encoding sensor data into the private key rather
than the public key, ensuring standard AirTag compatibility and
enabling full decryption of location reports and sensor information.

The second challenge is power consumption. Active BLE radios,
such as those in AirTags, consume milliwatts of power, necessi-
tating coin-cell batteries that require frequent replacement. This
power budget also precludes flexible batteries or energy harvesting
with small capacitors, both essential for a sticker form factor. To
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Figure 2: (a) SenseTag experiment setup (b) The decoding reliability increases with inter-packet BLE interval time. (c) The end-to-end latency is inversely

proportional to mule density. (d) A web-based dashboard displays recovered tag location, sensor value, and timestamp.

address this, we leverage backscatter, which enables transmission
at microwatts by reflecting an ambient carrier rather than gen-
erating one locally [4, 6]. However, existing backscatter systems
typically require dedicated gateways for data collection [12]. Sense-
Tag solves this by implementing a BLE backscatter transmitter
whose packets are fully compatible with Apple’s Find My protocol,
turning hundreds of millions of Apple devices into opportunistic
data mules for backscatter data. Prior work has shown that com-
modity devices such as smartphones and routers can serve as carrier
emitters [6, 11], and Apple’s Find My network provides a global
receiver infrastructure, together eliminating both the dedicated
emitter and gateway that have prevented backscatter from scaling.

We demonstrate SenseTag, a battery-free sensing tracker that im-
plements Find My’s P-224 elliptic-curve cryptography on a resource
constrained microcontroller and uses backscatter communication
to generate Find My-compatible BLE advertisements. Location and
sensor readings can be recovered and decrypted on a commodity
computer, as shown in Figure 1.
2 Design

The SenseTag prototype comprises a carrier emitter (ED), a backscat-
ter tag with onboard sensor, and a commodity computer for de-
coding, as shown in Figure 2(a). A USRP B200 software-defined
radio serves as the ED, generating the 2.4GHz carrier. A low-power
MSP430FR5969 microcontroller drives a backscatter switch to pro-
duce Find My compatible BLE advertisements by modulating this
carrier. We also evaluate a BeagleBone Black as an alternative base-
band platform, using its Programmable Real-Time Unit (PRU) to
generate packets on BLE advertising channels.

Although SenseTag can transmit arbitrary data, we use environ-
mental sensors to measure temperature and humidity, encoding the
readings into the private scalar of a valid P-224 Find My key pair. To
evaluate the performance of SenseTag, we conduct experiments in
two environments: crowded (∼25 mules) and isolated (single mule).
At a 0.3 s inter-packet interval, the tag achieves >99% delivery
reliability across both environments, as shown in Figure 2(b).

On the backend, SenseTag builds on FindMy.py [1] to authenti-
cate with iCloud and retrieve encrypted location reports. For each
sensing cycle, the server generates one candidate private key per
possible sensor value, derives SHA-256 hashes of the corresponding
public keys, and issues batch queries to the cloud. The matching
hash identifies the transmitted sensor value, and its private key de-
crypts the report to recover GPS location, accuracy, and timestamp.

We design a web-based dashboard (Figure 2(d)) that allows users
to configure tags by modem ID and sensor type, querying Ap-
ple’s servers every 15–20 minutes. We define end-to-end latency
as the time from first advertisement to report recovery. SenseTag
achieves median latency of 2.1min in crowded and 12.8min in iso-
lated environments, confirming that latency scales inversely with

mule density (Figure 2(c)). This makes SenseTag well suited for
monitoring applications reporting on minute-to-hour timescales.

SenseTag currently requires carrier signal from an ED to backscat-
ter. Recent works have stabilized tunnel-diode oscillators to elimin-
inate the ED. While SharpPeak [7] and AudioCast [8] likely lack
stability for commodity standards, 𝑀2 [10] generates highly sta-
ble carriers at low power and could enable standalone Bluetooth
transceivers, which we are exploring as future work.
3 Demonstration

We demonstrate SenseTag end-to-end with two tags in a busy
indoor area near the demo booth, where nearby Apple devices op-
portunistically serve as Find My data mules. For repeatability, a
USRP B200 serves as the ED, though ambient carrier sources are
also possible. The tags are placed at different locations and report
different sensor readings. Each tag backscatters BLE advertisements
that nearby mules relay to Apple’s cloud server. The dashboard (Fig-
ure 2(d)) recovers sensor readings and tag locations, which updates
as new reports arrive. The pipeline requires no dedicated receiver
gateway or network subscription, demonstrating the feasibility of
battery-free sensing and location tracking over Apple’s Find My
ecosystem using commodity Apple devices and backend hardware.
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